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Dear Public Water Supplier,

 

The Massachusetts Department of Environmental Protection (MassDEP) Drinking 

Water Program (DWP) is announcing a new grant program for public water 

systems to improve their cybersecurity. MassDEP/DWP has been actively 

working to improve the cybersecurity and resilience of public water systems 

(PWS) for several years. MassDEP/DWP prioritizes PWS and public health 

protection by requiring PWS to address cybersecurity in their Emergency 

Response Plans (ERPs) per 310 CMR 22.04(13), inspecting/reviewing PWS 

cybersecurity assessments, programs, and plans during sanitary surveys, and 

providing helpful resources through training opportunities and the biweekly 

electronic newsletter called "In the Main". 

 

http://em.networkforgood.com/ls/click?upn=u001.EKrofqOCCEktkLsfUgT5eI-2BIog7d-2FgsQu0GRqWr7k39vU7XtMSequ5mwNU11AuYItBEN-2BxNnD5sPNOkJosm4-2B8xtF-2Bc-2BXjmAvneKpzA9AT4bGEJAQzVqHWRKf6Rqkpa-2FdvEbqwzm3xYur8DiTMBLuA-3D-3DT8LQ_RrUjudtTAI3fVgbLC-2BXM5aW-2BMpa6x5MQ3cHXmHIFU4YNw2xajGUAu7FvJAh9F9iVYEPgB-2FvXt7mTn-2BItrWoT6luWg99oqHJU-2F1BxRBmKxoCjQ2cPa0ghr9PoC1D4KRcnXCSi7Np6Zx8PNZG3xUpHU-2B2EulowfkWFhrMZDhdtYnjHIdqlhV4UjyYb2por6DzmqYVS4LVX8MpOcFerowOU2EhvUeAhSkCJcnIwXmCpdiS1qRp410cqUVf5f1FvNgpWGtW-2B-2FEEYEUIwivjKXAimmTmL5lBOlK-2BBtGJC8inncc9Sle-2B9b5Fo7D-2B07fOTAJghYwfZ37NqykhA-2B-2BVGt-2Bg6dFubJAh9kjol2t6Cpevc1Jc-3D
http://em.networkforgood.com/ls/click?upn=u001.EKrofqOCCEktkLsfUgT5eI-2BIog7d-2FgsQu0GRqWr7k39vU7XtMSequ5mwNU11AuYItBEN-2BxNnD5sPNOkJosm4-2B8xtF-2Bc-2BXjmAvneKpzA9AT4bGEJAQzVqHWRKf6Rqkpa-2FdvEbqwzm3xYur8DiTMBLuA-3D-3DcnYA_RrUjudtTAI3fVgbLC-2BXM5aW-2BMpa6x5MQ3cHXmHIFU4YNw2xajGUAu7FvJAh9F9iVYEPgB-2FvXt7mTn-2BItrWoT6luWg99oqHJU-2F1BxRBmKxoCjQ2cPa0ghr9PoC1D4KRcnXCSi7Np6Zx8PNZG3xUpHU-2B2EulowfkWFhrMZDhdtYnhI7XVALjYmMO2HCfYMhlhs6CUNd2IZdR5GL1-2BOc4AMUC9RgxHYVsT3RAnxyooXvdN6G1t-2FHKcAux5UDzkcY59-2FscJA6zGUHgM1aNomdjjtmrv-2FN5FRUcKrDapgkKfgIbLSFz0QsnfbSdC3o-2BZAmq6wt2PrszZ-2BBW67Lfd0hpmVj-2F5Z4YlMD1RZ40VB6bq5aeg-3D


To continue protecting PWS and public health, MassDEP/DWP is increasing its 

efforts to address cybersecurity issues. The MassDEP /DWP has created the 

new Cybersecurity Improvements Grant Program in collaboration with the 

Massachusetts Clean Water Trust. This program offers PWS the opportunity to 

be granted as much as $50,000 per system, to improve their cybersecurity 

defense, mitigate the risks of cyber-attacks, and enhance overall resiliency and 

compliance. 

Eligible Applicants: The Cybersecurity Improvements Grant Program is 

available for all PWS that are small (serving a population under 10,000) or 

systems serving more than 10,000 people that meet 

the disadvantaged community criteria, defined by the Clean Water Trust 

(https://www.mass.gov/info-details/the-disadvantaged-community-program). 

 

Pre-Requisite: (PWS must fulfill both of the following requirements)

 

• * OT Conditions:  PWS have operational technology (OT) equipment with 

a cybersecurity risk. OT equipment is defined as hardware and software 

that detects or causes a change to water treatment and/or distribution 

processes through the direct monitoring or control of physical devices, 

processes, and events in the enterprise. (See the Cybersecurity 

Improvements Grant application for more information) 

• * Cybersecurity Assessment: PWS must have completed a 

cybersecurity assessment performed by the PWS or a qualified entity 

within the past two years.

 

For additional details on the requirements and resources see the "RESOURCES 

TO GET READY FOR THIS GRANT" section at the end of this letter.

ACTION REQUESTED:

 

1) If your PWS will benefit from receiving a grant to improve your cybersecurity 

defense, complete the attached application by June 1st, 2024. MassDEP 

http://em.networkforgood.com/ls/click?upn=u001.EKrofqOCCEktkLsfUgT5eI-2BIog7d-2FgsQu0GRqWr7k39hipByoNW53S2Wft77oqIy9rsMwWvLsm0D005YN6lUMfjLjwKED32-2FskAoisj0QDc-3D97GI_RrUjudtTAI3fVgbLC-2BXM5aW-2BMpa6x5MQ3cHXmHIFU4YNw2xajGUAu7FvJAh9F9iVYEPgB-2FvXt7mTn-2BItrWoT6luWg99oqHJU-2F1BxRBmKxoCjQ2cPa0ghr9PoC1D4KRcnXCSi7Np6Zx8PNZG3xUpHU-2B2EulowfkWFhrMZDhdtYngH-2FfubiDpX6BRp9S6nXXyX24n-2FAC9FjY20aztl46GOzr-2B-2FzFEAee-2BbTRziSeRyen3V6vby67DRjnj6GDX-2BFInU40BwKNFGQGYCQs22GBoz78-2BzkH0kT8MdaxIOU-2FBx7b3WpTfpeEXnfJMAX9vWH6aTBUSbVrnt7jDamnAgjr8-2B7zclCF2sA-2FayP5vXf665Vak-3D
http://em.networkforgood.com/ls/click?upn=u001.EKrofqOCCEktkLsfUgT5eI-2BIog7d-2FgsQu0GRqWr7k39vU7XtMSequ5mwNU11AuYItBEN-2BxNnD5sPNOkJosm4-2B8xtF-2Bc-2BXjmAvneKpzA9AT4bGEJAQzVqHWRKf6Rqkpa-2FdvEbqwzm3xYur8DiTMBLuA-3D-3DoS46_RrUjudtTAI3fVgbLC-2BXM5aW-2BMpa6x5MQ3cHXmHIFU4YNw2xajGUAu7FvJAh9F9iVYEPgB-2FvXt7mTn-2BItrWoT6luWg99oqHJU-2F1BxRBmKxoCjQ2cPa0ghr9PoC1D4KRcnXCSi7Np6Zx8PNZG3xUpHU-2B2EulowfkWFhrMZDhdtYng72qOMXZPqqDG2uS6RcF3MYCsMolTbn5ma89dp8AcP0-2FrEyqw1EIIDLLn3wbwvbQ4ZhDV2od0Cm8AqB6INpMfUx5g2PeZbJHt-2F4ryuzKZAQ-2BfHDC-2FEr5XzYYC38Ws-2Bt9b1strxN6sSBmFpLddTO756n5BNSFxBnGwq8YwlNoTjbl-2F87cwoHRvAytLZh-2FyNztM-3D


recommends that you submit your application as early as possible; this is a first 

come, first served grant opportunity.

 

The Application, and other materials, can be downloaded from our 

website at:

 

Application and Scope of Work Forms: https://www.mass.gov/doc/cybersecurity-

improvements-grant-application-and-scope-of-work-forms/

Required Appendices: https://www.mass.gov/doc/cybersecurity-improvements-

grant-application-appendices-and-guidance/

 

2) Please upload your completed application to  MassDEP/DWP PWS 

Cybersecurity Improvement Grant Application Submission (smartsheet.com). 

Note: To upload your application, select your PWS using the drop-down list 

labeled "Select your PWS" and upload your grant application by dragging and 

dropping your file(s) into the File Upload box labeled "Attach your grant 

application file". 

 

Upon review of your submitted application, MassDEP Drinking Water Program 

may contact you for further information. If you have any questions on this 

information or need help filling out the application, contact MassDEP Drinking 

Water Program at program.director-dwp@mass.gov, Subject: Cybersecurity 

Improvements Grant, PWS ID#, or 617-292-5770. 

 

RESOURCES TO GET READY FOR THIS GRANT:

 

If your PWS is a small system or serves a disadvantaged community, and all of 

the OT requirements listed above are met, get a cybersecurity assessment 

performed if you have not already. This is a necessary step before applying for 

mailto:program.director-dwp@mass.gov?subject=Cybersecurity%20Improvements%20Grant,%20PWS%20ID#
http://em.networkforgood.com/ls/click?upn=u001.EKrofqOCCEktkLsfUgT5eBLJu44xmEd2CYC8eWdJG-2FlsOFy2IfkQQ8crf2k5sTB-2ByQfd3FstH5tloho9nKtssUCasfwpr2JvFQRr0-2F7IH1I-3DdfOd_RrUjudtTAI3fVgbLC-2BXM5aW-2BMpa6x5MQ3cHXmHIFU4YNw2xajGUAu7FvJAh9F9iVYEPgB-2FvXt7mTn-2BItrWoT6luWg99oqHJU-2F1BxRBmKxoCjQ2cPa0ghr9PoC1D4KRcnXCSi7Np6Zx8PNZG3xUpHU-2B2EulowfkWFhrMZDhdtYnhBCw8OOBuoLaBKU01m2FMsxgdCTcHJ5GykYN6CBmki5LY9-2FIOBBoqiKtykE4EBZW0-2BJTYghrE5Ge0xQIoNiFeRUyWKzt15LwD1jf6pj2rL86bf0yE-2Bq4d8YZYtKpMcUrjeNOi24165MWeUWAcQv4G-2B4BHh-2BEshpNv3wU4lDZ9arTDGAtQFwG24ZhZvNprloTc-3D
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the grant. The findings of the cybersecurity report or mitigation plan will serve 

as the foundation for your grant application. To get an assessment, PWS have 

three options:

 

1. 1. Apply for a free EPA assessment using the link below: 

https://www.epa.gov/waterresilience/forms/epas-water-sector-

cybersecurity-evaluation-program.

2. 2. Request a CISA free in-person cybersecurity assessment. PWS may 

contact the MassDEP/DWP about the CISA program at program.director-

dwp@mass.gov.

3. 3. Conduct a free self-assessment using USEPA's Water Cybersecurity 

Assessment Tool: 

https://www.epa.gov/system/files/documents/2023-03/EPA%20Water%20

Cybersecurity%20Assessment%20Tool%201.0_0.xlsx.

Unique Entity Identifier (UEI): A UEI is required to apply for this grant. If you 

do not have one, apply for a UEI at their earliest convenience. The UEI 

application and FAQ’s can be found on the SAM.gov website, linked here: 

https://sam.gov/content/duns-uei 

RCAP Solutions, Inc. | 191 May St. Worcester, MA 01602 | 800.488.1969 | 
www.rcapsolutions.org

 

STAY CONNECTED

Donate | Unsubscribe

 

Sent by RCAP Solutions, Inc.

http://em.networkforgood.com/ls/click?upn=u001.EKrofqOCCEktkLsfUgT5eJvBurxTfq2TcEf76wwn751-2B1WFTEJI7Lv80KfUCkt15QBYULygXHEBJtLwpXbh9YxVUe-2BOwPGjAief2Mkbq-2F7DFA0eUBR8dlLsLAuiOUV-2Bhq0YAtiSiAr0T6SrvCeMCT4UgDUM7aIIB1eFVwCQa1tj7X6BVUUKOb2Q2YKewhRrR-2FFPmcNj8KvQr6Hc2VvB4Z6OCtAskmGlc9B-2FI-2FL2ru4o-3DKeeo_RrUjudtTAI3fVgbLC-2BXM5aW-2BMpa6x5MQ3cHXmHIFU4YNw2xajGUAu7FvJAh9F9iVYEPgB-2FvXt7mTn-2BItrWoT6luWg99oqHJU-2F1BxRBmKxoCjQ2cPa0ghr9PoC1D4KRcnXCSi7Np6Zx8PNZG3xUpHU-2B2EulowfkWFhrMZDhdtYngRHgoj3T8RjY0elwXabzHnhIb4AHfGg9B9-2FLylOOnvncQ4N60bBPtae7e2xOJ2ya44Qer76VOacwK9DG8Btkv6yhcfgFtJBAc6ua6AeJ1-2F2BPQt0nZMA2dKFaFQpiipAkppphlb0-2B-2FkijwRiJUA8r8rndP9pAEhDpW2kVPTvn8GwdjhWtBm4Wm6iaX5FfpoE8-3D
http://em.networkforgood.com/ls/click?upn=u001.EKrofqOCCEktkLsfUgT5eFHYh66R0lszLDYTtAdZ-2FJTWN1xs39THMDZu8YvKrHvFP-2F5T9HqGZ8tnonn7ySV0KA-3D-3Da8Cv_RrUjudtTAI3fVgbLC-2BXM5aW-2BMpa6x5MQ3cHXmHIFU4YNw2xajGUAu7FvJAh9F9iVYEPgB-2FvXt7mTn-2BItrWoT6luWg99oqHJU-2F1BxRBmKxoCjQ2cPa0ghr9PoC1D4KRcnXCSi7Np6Zx8PNZG3xUpHU-2B2EulowfkWFhrMZDhdtYnho-2FumYkWOFc3E3wK68D4UElyWNoBNbUYss2pu-2Bf3SWWWE-2Bq6zg3Zp80RgoN40hayCCu5xTSe8tNtyOIdA9i79K642ssG3Jtt9xM7wgf3FX-2B0eREtJItH7vvULdoMc2f93rTw6nKTwX6rTZyk5-2BLCIIH51HUW0CWlOzXY6VCKacfEPFldu5KucU7Y50KgpRrso-3D
http://em.networkforgood.com/ls/click?upn=u001.EKrofqOCCEktkLsfUgT5eE1wbMiNkyS1vlhkLWVQfKSBZTntqIPmiEP81OGf2pwJVyPJ_RrUjudtTAI3fVgbLC-2BXM5aW-2BMpa6x5MQ3cHXmHIFU4YNw2xajGUAu7FvJAh9F9iVYEPgB-2FvXt7mTn-2BItrWoT6luWg99oqHJU-2F1BxRBmKxoCjQ2cPa0ghr9PoC1D4KRcnXCSi7Np6Zx8PNZG3xUpHU-2B2EulowfkWFhrMZDhdtYnjiV8xadcrHnQGesRReD2SmXz-2BfqQ2uGedLg3adc1JDxO-2FrLVtW4i7zl2YSEjwPparROlVWviE4uroLNnpGJJPtncMyQj797-2Bxe9nF9cj0nVehNZaqhUu2Fv2gMH-2Bow7gBP2Yl8W4HFHtpuJfD2y7isONs-2BsICUoRxEPoNdW6h0VcY7gHD0-2BEdWaaDQRetDj90-3D
http://em.networkforgood.com/ls/click?upn=u001.EKrofqOCCEktkLsfUgT5eFVDlYduhbzfcT1QIcdPi6wTFaXt-2FRFJVHjWTO4WzCvo8aRO_RrUjudtTAI3fVgbLC-2BXM5aW-2BMpa6x5MQ3cHXmHIFU4YNw2xajGUAu7FvJAh9F9iVYEPgB-2FvXt7mTn-2BItrWoT6luWg99oqHJU-2F1BxRBmKxoCjQ2cPa0ghr9PoC1D4KRcnXCSi7Np6Zx8PNZG3xUpHU-2B2EulowfkWFhrMZDhdtYnhWroTDve7EjL79VboikCf1J6TFt31vBH4pWrmjqvKR1Iclf-2FL9SnbvwA2QcRgjcSjkrRvpaegM7yPMxkNM7WTV9u9PEcQ3Z0Qey0wucva0lSWapSFoXTGkvoheCrmP6nHHiNJRWFLPDa4G1N-2F9SdcfKDkXiZ9o9l6dwzZsdTuY-2BYhCMDAsV9haSL-2FTOr66afc-3D
http://em.networkforgood.com/ls/click?upn=u001.EKrofqOCCEktkLsfUgT5eDweDW1DIEYVV2xcLyfaw2EgxoNjEGFjaDq40jG0brmyL6oAxRA-2FT67WwwR9SZDOj5sOe6Snu-2FMIE6LqRL1MIHIpTjaNvkvqpxAeyHqBzVFqin9iM3elx2GyuvUhLaetOGfmNfiJC-2BQiA7Ks-2BJ8dXVA-3D5500_RrUjudtTAI3fVgbLC-2BXM5aW-2BMpa6x5MQ3cHXmHIFU4YNw2xajGUAu7FvJAh9F9iVYEPgB-2FvXt7mTn-2BItrWoT6luWg99oqHJU-2F1BxRBmKxoCjQ2cPa0ghr9PoC1D4KRcnXCSi7Np6Zx8PNZG3xUpHU-2B2EulowfkWFhrMZDhdtYni-2B7kZpwo3zXPGm3ASv-2FIVRbgxClz9ca5-2FOWSRupds-2FU8iA5NjLSNJTBxjg-2BZTaMfprlS0vdB9s2JV-2FF8fCIjGfU8EVU2y-2BvRtDokQPCTDb1OZaTIPVypGloPrdfplvN3ENStJ3quRc-2Ft8vwJoMpz5mDLnrEgIrRXIp1WQjkVuxLrLR-2B6d2G7QTMqJ-2FP8QDJM0-3D
http://em.networkforgood.com/ls/click?upn=u001.EKrofqOCCEktkLsfUgT5eDweDW1DIEYVV2xcLyfaw2EgxoNjEGFjaDq40jG0brmyL6oAxRA-2FT67WwwR9SZDOj5sOe6Snu-2FMIE6LqRL1MIHIpTjaNvkvqpxAeyHqBzVFqin9iM3elx2GyuvUhLaetOGfmNfiJC-2BQiA7Ks-2BJ8dXVA-3D5500_RrUjudtTAI3fVgbLC-2BXM5aW-2BMpa6x5MQ3cHXmHIFU4YNw2xajGUAu7FvJAh9F9iVYEPgB-2FvXt7mTn-2BItrWoT6luWg99oqHJU-2F1BxRBmKxoCjQ2cPa0ghr9PoC1D4KRcnXCSi7Np6Zx8PNZG3xUpHU-2B2EulowfkWFhrMZDhdtYni-2B7kZpwo3zXPGm3ASv-2FIVRbgxClz9ca5-2FOWSRupds-2FU8iA5NjLSNJTBxjg-2BZTaMfprlS0vdB9s2JV-2FF8fCIjGfU8EVU2y-2BvRtDokQPCTDb1OZaTIPVypGloPrdfplvN3ENStJ3quRc-2Ft8vwJoMpz5mDLnrEgIrRXIp1WQjkVuxLrLR-2B6d2G7QTMqJ-2FP8QDJM0-3D
mailto:program.director-dwp@mass.gov?subject=CISA%20free%20in-person%20cybersecurity%20assessment
mailto:program.director-dwp@mass.gov?subject=CISA%20free%20in-person%20cybersecurity%20assessment
http://em.networkforgood.com/ls/click?upn=u001.EKrofqOCCEktkLsfUgT5eNjUJD-2BixcPcoglegs3INfjA3R6l00VfzTxyZRyhudOFkrRbuVvFbWsK3zmC-2BUwEEewO5CClGTAoUadf6LGxiXN0DV-2BzZQ4Yt7fRw0Xps38YbNGKlQV2Qaih79JddHfCfw-3D-3D9RqW_RrUjudtTAI3fVgbLC-2BXM5aW-2BMpa6x5MQ3cHXmHIFU4YNw2xajGUAu7FvJAh9F9iVYEPgB-2FvXt7mTn-2BItrWoT6luWg99oqHJU-2F1BxRBmKxoCjQ2cPa0ghr9PoC1D4KRcnXCSi7Np6Zx8PNZG3xUpHU-2B2EulowfkWFhrMZDhdtYnhCMOBXeFuhrsQnNeAkS-2B82rKXY4eAByxFHDdc5SwnrO4d1eWwWdS4XEvy-2F1SVed-2BCtXJN20bz-2F3Z6V4bjAiNo8pvoLBZi100p1zmP7hEHJF1e17Qu0DZ1eRZ9rNFO9Vnw9yy7lrdMWedHOgBF6R4-2FRD0GSAEpPmXk6DuCJKbMEythz0fsFFRWjI6ILp557whE-3D
http://em.networkforgood.com/ls/click?upn=u001.EKrofqOCCEktkLsfUgT5eNjUJD-2BixcPcoglegs3INfjA3R6l00VfzTxyZRyhudOFkrRbuVvFbWsK3zmC-2BUwEEewO5CClGTAoUadf6LGxiXN0DV-2BzZQ4Yt7fRw0Xps38YbNGKlQV2Qaih79JddHfCfw-3D-3D9RqW_RrUjudtTAI3fVgbLC-2BXM5aW-2BMpa6x5MQ3cHXmHIFU4YNw2xajGUAu7FvJAh9F9iVYEPgB-2FvXt7mTn-2BItrWoT6luWg99oqHJU-2F1BxRBmKxoCjQ2cPa0ghr9PoC1D4KRcnXCSi7Np6Zx8PNZG3xUpHU-2B2EulowfkWFhrMZDhdtYnhCMOBXeFuhrsQnNeAkS-2B82rKXY4eAByxFHDdc5SwnrO4d1eWwWdS4XEvy-2F1SVed-2BCtXJN20bz-2F3Z6V4bjAiNo8pvoLBZi100p1zmP7hEHJF1e17Qu0DZ1eRZ9rNFO9Vnw9yy7lrdMWedHOgBF6R4-2FRD0GSAEpPmXk6DuCJKbMEythz0fsFFRWjI6ILp557whE-3D

