From "RCAP Solutions" <mail@networkforgood.com>
To buildmaint@doverma.org
Date 2025-08-26 12:30:07+00:00

Upcoming MassDEP Webinar — A Day Without SCADA: Framingham, MA Case

Subject Study

Attachments Guidelines___ Troubleshooting-RCAP-MassDEP_2025.pdf

Upcoming MassDEP Webinar - A
Day Without SCADA: Framingham,
MA Case Study

Wednesday, September 3, 2025 | 10:00 AM - 11:00 AM EST

Register Here

Or paste link into browser: https://atten .gototraining.com/r/91 4375202337

This case study/webinar will highlight how Framingham Water Department faced
a SCADA (Supervisory Control and Data Acquisition)system disruption, and the
strategies used to maintain operations, restore service, and enhance future
preparedness.

This training has been approved for 1 TCH for Massachusetts Drinking
Water & Wastewater Operators!

Before the training, please be sure to review the attached guidelines of attendee
participation for earning TCHs.
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Questions? Contact: program.director-dwp@mass.gov

Alerts and Grant Opportunities

Alert - High-Severity Vulnerability in Hybrid Microsoft Exchange
Deployments

- *The U.S. EPA issued an alert to inform water and wastewater system
owners and operators about a newly disclosed high-severity vulnerability
that could allow a cyber threat actor to move laterally from Microsoft
Exchange servers hosted and operated on-site (commonly referred to as
"on-premises") to the Microsoft 365 cloud environment.

* The Cybersecurity and Infrastructure Security Agency (CISA) has issued
a cybersecurity alert on this malicious activity. All drinking water and
wastewater systems with Microsoft Exchange hybrid-joined
environments are strongly encouraged to implement the
mitigations immediately to enhance resilience against this
compromise.

Apply Today - MassDEP DWP Public Water Suppliers Cybersecurity

Improvements Grant Program

+ *The Drinking Water State Revolving Fund in partnership with the
MassDEP DWP, is offering grants funds of up to $50,000, to PWSs that
have a cybersecurity risk assessment and use operational technology
equipment with an identified cybersecurity risk. Apply Here.

Apply Today - Midsize and Large Drinking Water tem Infr
Resilience and Sustainability Program | US EPA

« * EPA is seeking grant applications from PWS serving 10,000 people or
more. Projects or programs that may be funded through this opportunity

are those which aim to increase the resilience of a water system to

natural hazar xtreme weather event rr r rit
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threats.
« * Note: The application period is open until October 6, 2025, and can be

found on www.grants.gov under opportunity number EPA-OW-
OGWDW-25-01, assistance listing number 66.488.

Visit the MassDEP Cyber Resource Hub for additional alerts, tools, and
guidance.

RCAP Solutions, Inc. | 191 May St. Worcester, MA 01602 | 800.488.1969 |
www.rcapsolutions.org
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